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(1) SmartCenter(ThingsCenter) IoT Platform
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“description®: “Modbus Enabled Industrial Temperature/Humididty Sensor with LCD",
“name”: “Modbus-RTU_EPLUSE_EE-210_DEF*,

“manufacturer: “EPLUSE",

“model“: “EE-210°,




“labels®: [
“temperature”,
“modbus”,
“industrial®
1,
“deviceResources”: [
{
“description”: “Temperature in Degrees Fahrenheit.”,
“name”: “TemperatureDegC",
“properties”: {
“value™: {
“type“: “INT16",
“readWrite“: “R",
“word“: “2%,
“mask”: “0x00°,
“shift“: “0%,
“scale”: “0.01%
“offset”: “0.0%,
“pase”: “0%,
“signed”: true
5,
“units”: {
“type“: “String®,
“readWrite: “R,

«, o«

“defaultValue®: “degrees Celsius*

3,

“attributes”: {
“primaryTable”: “HOLDING_REGISTERS",
“startingAddress”: “301°

1,
“deviceCommands®: [
{
“name”: “TemperatureDegC",
“get™: [
{
“index*: “1%,
“operation”: “get”,
“object”: “TemperatureDegC*,
“property”: “value®,

“, «

“parameter”: “TemperatureDegC*,

1,

“set”: null

1,
“coreCommands: [
{
“name”: “TemperatureDegC*,
“frequency”: “5s”,
“get”: {
“path”: “/api/v1/device/{deviceld}/TemperatureDegC",




“responses”: [
{

“code™

“200°,

“description®:

“Get the temperature in degrees C°,

“expectedValues:

[

“TemperatureDegC*“

“code”:

“503¢,

“description®:

“service unavailable®,

“expectedValues:

1l

5,

“put®: null
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TemperatureDegC (GET
1 Modbus RTU | EPLUSE EE-210 25E MA F.). 9c (GED
HumidityPercentRH (GET)
2 Modbus RTU | EPLUSE EE-660 S5 AN WindMs (GET)




TemperatureDegC (GET
3 Modbus RTU | EIEMSUN XY-MDO02 5E MM F,),r ureDegC (GET)
HumidityPercentRH (GET)
TemperatureDegC (GET)
4 Modbus RTU | KATACOM POWERMETER | F & MlA Watt (GET)
PowerRelay (GET)
5 Modbus RTU | EVIKON E2618-CO2 O| &ttt MIA CO2ppm (GET)
6 Modbus RTU | EVIKON E2618-H2S 2ota A H2Sppm (GET)
7 Modbus RTU | EVIKON E2618-NH3 L L{OF AlA NH3ppm (GET)
AccelerometerX (GET)
8 Modbus RTU | WITMOTION | WT901C485 7HSE MM AccelerometerY (GET)
AccelerometerZ (GET)
9 Modbus RTU | LSIS SV-IE5 DEH | Hertz (GET/SET)
GreenLamp (GET/SET
10 Modbus RTU | QLIGHT QTG50L EfY =X 0{7]| P (GET/ED
RedLamp (GET/SET)
11 Modbus RTU | HUMITEM SENS-HT2 252X 07| RichTemperature(GET/SET)
12 Modbus RTU | HUMITEM RICH-S3 THH 07| UpperPanSpeed(GET/SET)
13 Modbus RTU | HUMITEM RICH-H2 22T =R 07| CoolingPad(GET/SET)
*D BNz 49 AH ModbusE A YshA] &7]e LS4HH PLCE &

A3t PLCS ModbusA|

REo| oF (PLColA #Z Aojo] ojgt
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[INFO, WARN, ERROR] |
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Ivar/log/tc_edgemgmt.log
Jan 10 13:19:37 root TCEdgeAgent[26352]: 2020/01/10 13:19:37 [INFO] agent.go 172 [[AGENT] Startup Agent]
Jan 10 13:19:37 root TCEdgeAgent[26352]: 2020/01/10 13:19:37 [INFO] agent.go 173 [[SYSLOG] Success Syslog]
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Memory 4GB RAM
Disk EMMC 8GB
0S Ubuntu 18.04 LTS 64bit
Interface RS232, RS485, USB, WiFi, Bluetooth, TF Card
Power 12V 2A
Cace Aluminium Case (no fan)
Operating Temperature -20 ~ 60C
Size 160 x 94 x 26 mm
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InfluxDB2] Retention Policy A4S F7}3te] wlo]g Overflowz <13+ kA A
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InfluxDB H|O|E{ XZF =

time

1578621222188205295
1578621222219159360
1578621222944893292
1578621223030388095
1578621223058504529
1578621223087535048
1578621227192454039
1578621227225003232
1578621227873001127
1578621228034525589
1578621228041769730
1578621228062955274
1578621228232170211

device

3842986a-2855-4a73-9ebd-6e9190ab38b2
3842986a-2855-4a73-9ebd-6e9190ab38b2
f270f46f-9c75-4e7a-ae7e-48dadbcdb303
3842986a-2855-4a73-9ebd-6e9190ab38b2
3842986a-2855-4a73-9ebd-6e9190ab38b2
f270f46f-9c75-4e7a-ae7e-48dadbcdb303
3842986a-2855-4a73-9ebd-6e9190ab38b2
3842986a-2855-4a73-9ebd-6e9190ab38b2
f270f46f-9c75-4e7a-ae7e-48dadbcdb303
3842986a-2855-4a73-9ebd-6e9190ab38b2
f270f46f-9c75-4e7a-ae7e-48dadbcdb303
3842986a-2855-4a73-9ebd-6e9190ab38b2
f270f46f-9c75-4e7a-ae7e-48dadbcdb303

name origin
Voltage 1578621222188205295
Watt 1578621222219159360
Watt 1578621222944893292
Ampere 1578621223030388095
Power 1578621223058504529
PowerRelay 1578621223087535048
Voltage 1578621227192454039
Watt 1578621227225003232
TemperatureDegC 1578621227873001127
Ampere 1578621228034525589
Watt 1578621228041769730
Power 1578621228062955274
PowerRelay 1578621228232170211
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B Django RestFramework

Django RestFrameworks= Python®.2 T4 ¥ Django § Zd 9 =4 REST API
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AN AT

B WSGI

WSGI= Python Application©] €] AH el F4lst7] £13F Qg Ho]2=olm 7|4 <
" %+ Python Application> Django RestFramework 7|8FS = ZH4d w<Ql API
Server©] T},
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DataSet
id UUIDField
creator FeoreignKey (id)
o

creator {dataset)

Widget
UUIDField

ForelgnkKey (id)
i

it

C o
IntegerFieid

2 id AutoFieid
Ity ety creator ForeignKey (id
CharFiaid i sialgniid .'J’
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i e message
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J CharFiekd
IntegerFieid
x Ir o
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ForelgnKey {id)
CharField
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des T 5]
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port
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sub_model
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ULNDField
Forsightcey. (i id UUIDField
TextFi "
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) user OneToOnaField (id)
BooleanField ;

des tFlehd

mobile dovice

title CharFiekd

creator {edge) creator (Customer)

AuthToken
CharFiald

VLD Fiald ForeignkKey (id)
user OneToOneFiekd (id) user (customer) DhataTime id
des TextFiaid ataTir oid
titke CharFiatd CharField
CharFiald
user (site} ser (auth_token_set)

User

=<AbstractUser>

id AutaField
date_joined DateTime Field

Fla
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BooleanFialkd
BooleanFiald
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password CharFiald
usarname CharField

Backend API Server Mysqgl DB =

219l 192 Backend API Serveroll Al AR8 == Mysql®] A HolE FZxolH, 7} Hol&

o



o A% 9 WAL olefst 2.

HolE B qg A
1 (o] = = . .
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BEGITESa-deaa-d6af-
acf2-2e6d9g609bad

a378-3efald3bc2ss

#el 4 Pz

UUDE &3l stuhet AlolEdol7t #elHe 725 Uehdth 34 A<t vtk o] UlE
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b Z1ASEY S/
o AEStE
£ d=nput)ol thste] 2¥E HHRight Answer)e] & dHolg o] FoiAE= H
o] golty. A Edrole IA B (classification) A 9} 3] 7 (regression) &4 7} At %2
o] st o] d&d @S AT A5 IAEA AT, oA #E A5E A
= 7% &A% & Aok
off LH2 si" Aol FH o AE FAs7] 947 St ol ot} Bedrooms, Sq.feet,

Neighborhood$} & 37}#]o] & é(feature)ﬂr Sale price 3t AF(LabeDZ FAAE S A
ot 1% 19 A= FHo /1AL o =st= EAo]7]d IAHEAC s|EstE <5 dlolH
gt & 4 9lom, Sale Prices} Z2 Zé%ol FoAA A7 A =85S A% sk dlolHe

=L
s A

Bedrooms Sq. feet Neighborhood Sale price

3 2000 Normaltown $250,000
2 800 Hipsterton $300,000
2 850 Normaltown $150,000
1 550 Normaltown $78,000

4 2000 Skid Row $150,000

H]Z]L:_QP—,;

A d"Hdnput)ell thsted L£nE A Right Answer)o] = ol FFo] Folx= B¢
grFolth HIAE g5 A% Stgd th2A Stgo] AP (labeDS Q= oA et
o8 ZFel 2B #H(clustering# A A 2 d(generative model) StEE0] BRI T 5ol &
g daElES 1929 st HolHE ﬂi“ﬂh AAE Tl HIA=E g5 A
A oA =HYE tE9 A, AY EA 7T 2o FFe 2 3/hY feature
e AAE FAHS ARG o] % 3T featureai THS AT AL oEr) 2
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O A A9 (HolHe A9A FA450o i, o' AAgks W7k
BF? A (8= ERY EA4D
@ dHleolg #g ( Train / Test )

. Training Set - Test Set .

. 10-fold Cross Validation

: ]
= Svain hd Strain O Sast = D hd

@ ®lelE A ( Feature Selection, Feature Extraction, 3}, %3} )
. Feature Selection -> ®E.& feature® o & Z107}? =& recursive feature elimination-&
Age AN 55
: Data Normalization -> Z <=
. Feature Extraction -> &t<5 ®lo]E|7} 1219 dlo|H Y 7% (ex. image)
@ 3ty md " slo]m wtElu]E A2 ( DNN, RNN, LSTM, RandomForest, .... )
© =g <5
® A3 BAS 93 =H A% ( Accuracy, Precision, Recall, F1, ... )

(th ZAH E7 (Decision Tree)

2474 Ee YA AAH fZ-FH 0 Ui AAES EP 7XRE EA3E oA 2A A
S7Y dFolth &, gAE AAste oA AES 9AL 1 AR Uit =
TZF °o|F1 A= FHolth 2A Egs £/ A A4 28 AHE
2How 24 Efe HFAHJ AR =E57] fst] o/t 9] o
2 =29 g 20T The)el e &S olojurtvA EE3th

oA AA Ege v vtk £ Wy
Soll gk AFA A3 3
®xdsHA Hed, ol&
4 g T dnh

274 Egle 25 dolgld & 3HOver Fitting)e] = 7] wj&o High-VarianceE 7}t
ol Train A%< EASHE Testrld Aee BASHA ¥tk webA Blass Eolal
Variances RF7] 913 WHOE YFE 7IWF shu?l Bagging 71" & AH&stE Zlo] =
o} o33 e 2 Random Forest =do] Qlth
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Has feathers?

/41113 &a]s&

Can fly? Has fins?

rue |False True “\False

Hawk Penguin Dolphin Bear

AR EZ S oA

« ZAAHET dqA
v Purpose : 37}A £FF/F &
v' Feature : 33 o], 3 o], = do], £l 4ol (4 feature )
v' Data Size : 150 ( each 50 samples )
v’ Label : setosa, versicolor, virginica ( 3%
v Train Test Split Ratio : 7:3 = 105:45

sepal length (cm) sepal width (cm) petal length (cm) petal width (cm) label

0 5 35 1.4 0.2 0
1 4.9 3.0 1.4 0.2 0
2 4.7 3.2 1.3 0.2 0
3 4.6 3.1 1.5 0.2 0
4 5.0 3.6 1.4 0.2 0

IRIS d©o]E|Al

« doly A

#H HH 2/

# UECF HIOIHAE Z2lolE5 &
X_train, X_test, y_train, y_test =

£A
-

train_test_split(X, y, test_size=0.3. random_state=0)

~l

o

# IO HEzof &2 —> fealuredt scalesS LFHTE HYOCE IS ZL2o/L) 2HE
sc = StandardScaler ()
sc.fit(X_train)

¢ o= LIOIE A
X_train_std = sc.transform(X_train)
X_test_std = sc.transform(X_test)

i)
o2l
(m
i)
ox
oX,
%g
%
)%



from sklearn import tree

iris_tree = tree.DecisionTreeClassifier(criterion='entropy', max_depth=3, random_state=0)
iris_tree.fit(X_train, y_train) # ==

- 49 A

from sklearn.metrics import accuracy_score
y_pred_tr = iris_tree.predict(X_test[:])

print('Accuracy: %.2f' % accuracy_score(y_test[:], y pred_tr))

Accuracy: 0.98

i Adts 7] A dAe Holy ndy A3 A te dF AFEE HoFs 4

petal wiclth (cm) = 0.75
entropy = 1.58
samples = 105

value = [34, 32, 39]
class = virginica

ﬁalse

petal length (cm) = 4.95
entropy = 0.993
samples = 71
value = [0, 32, 39]
class = virginica

% o] $EH Tree: 919 187 Zo] s Aol thd iAo 7kt
¥ ZF 2717F Aol ek AA 105709 AEEo] ojw 3t featureo] ojw g xxlol] ofaf A
5 HeA gQlo] 7hsetH, e AEEY] e FE =29 AEY Fo 3ddih

« 2EY HolHE A% 5 2d
Qo] BZ golgE 8H53lr] 913 Decision Tree®9-& Batch-Learning2 33ttt o)==
A ol el o Stags AAEA Hed, ME S0l <5 ol thsiArt

71E HolH e A2 S| HolHE &A1



e-buildsh g & AXA BrhO1Ee] A& U RE AL A WP ol 2EY A
LA EHE dlolHEY BxT} ALste] A2 Ao LAEE o

H] AFELS E3f Feletn AR o m

stofof gt

ex) AU AAECIEE o FAAA ohdAE BRE BAANE A2 FHo) A%
shol @A) AFEA @k - 2L AAES BT AAW AL HolHY B &

3ol Brha}rlol.
) ATE T2 MR HolEHL AN BASATW ol 7|E S5 HolH| =

o L
ol AFET AT (- AL Fart 2o Z Batch Learning @8 AHE3}o]

= 73

ﬂ?ﬂ

qkek 2709] dAlF Sl sEE Hee HXFH FsF(ncremental Learning) %-2 Online
Learning St5o] 7Hed S RASS AREste Shge ddstejop ok mAled md
gho] B2 2] Scikit-Learnol| A& 213 stgo] 7Med &7/ BEEES ofd I8 Zo] AF

Elasg

¢ Classification
O sklearn.naive_bayes.MultinomialNB
O sklearn.naive_bayes.BernoulliNB
O sklearn.linear_model.Perceptron
O sklearn.linear_model.SGDClassifier
O sklearn.linear_model.PassiveAggressiveClassifier

0 sklearn.neural_network.MLPClassifier

99 BUSE %7} 84S 919 methodS S AT ek

Methods

fit(self, X, y[, sample_weight]) Fit Naive Bayes classifier according to X, y

get_params(self[, deep]) Get parameters for this estimator.

partial_fit(self, X, y[, classes, sample_weight]) Incremental fit on a batch of samples.

predict(self, X) Perform classification on an array of test vectors X.
predict_log_proba(self, X) Return log-probability estimates for the test vector X.
predict_proba(self, X) Return probability estimates for the test vector X.

score(self, X, y[, sample_weight]) Return the mean accuracy on the given test data and labels.
set_params(self, \*\*params) Set the parameters of this estimator.
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collections Counter
label dis ct{Counter(y))

int("2t &

y_test - train_t

.format(X train)
: .format(X_test))
Format(y ' train))

print(‘y train:

sc - StandardScaler()
sc.fit(X_train)

print(‘sc.fit result: {}'.format(X_train))

sc.transform(X_train)
st)
.format(X_train)
.format(X test))

X _train

;' .format(X_train.shape,

sklearn tree
sf_tree

st tree.fit(X train, y train) #

AA HolHE Egoly 3 FZx9
O AlA dolHE =dd & + 9

Sk
2 B9 dlols W
A4 dolE
wnza oy ot

tree.DecisionTreeClassifier(criterion

Wgolw, e e WA=
= HolH=Z HAAZ (¥ gy oA s1E golfH=E

est_split(X, y)#
)

)

X_test.shape))

‘entropy’, max_depth-3, random_state @)
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(4) SmartDx B8t A ~H
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7123t AZsHEA FCM AW E T3 2uld APPO 2 Push AlarmS A43ho)
webA oMl EZ; dAA AN BA FAS AR 2D AN S Q= YTk

AOFE SEibbA - gmartDX

= CPU : ARM Quad core, 15GHz
= RaM @ 16GE

« HDD : ZTB

= NIC ;1 Gbps*1

= 0S :Linux version 4418

S ICT B0 2851= Crget FEje| HIO[EE & o HE5i
= X
=

=)
« Z4H7|7| 2% GO[EL, BAF 2 MM HlO|E| Y3 M
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Backup Manager |
(42
i Http Client
ﬁ P&Zﬁgﬁé‘;;{ Http Server FHD (=38«
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O|HIE FX|
OJHE F3] APP O|HIE EX]
SmartDn Google Cloud Server
SmartDx /9%
NVR Application Mabile App
Application : gNVRPlayer Mobile App
SNRMARDE (‘:?;Ell Display Controller
: Lo ‘ Service ‘ HtpAPI
Interface Library | Registry | | Iterface Service Setup o /
: &
: Live Stream SE:;::?I'O Playback Interface -y A Render
s To Server Seriar Interface R
: L —— [ | _Sever L " | <~/ s
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- fimpeg
Service Module —_— ————— —— S / :
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; : : = rtsp stream RispClient decoder
RecServer | PlaybackClient |SqIDBEngine | |FileDBEngine |
(Oh FHie 97 2 B
* Onvif Protocol
ONVIF(Open Network Wideo Interface Forum)< ®<QF =Z9] EZQl P7|9t AFE9] <
EHo] 25 93] MEd FF /MY E o]&& &oldtA dte As HHOE TE HYgE =
AGA 7 RoA TG A4 2 7IE A B AY Yo IP AlFEC] oE9A AR F

A 5 YEAY B EE2

=R +=d ©]E Onvif Protocol ©]

o},



ONVIF Protocol AJH] 2

MHl 2= F5F B
NVT (Network Video Transmitter) HT 2 HE AHl 2~
NVC (Network Video Client) HIT @ 4l AH 2
NVD (Network Video Display) HITl 2 T 2=Zg o] AjH| 2
NVS (Network Video Storage) Hltl e X7 AH] 2~
NVA (Network Video Analytic) HIT Q. &4 AH| 2~
ONVIF AtgFolA ONVIF Zzatde ZA5 3o 54 759 45 85 BAsts 71<F
> AbFoltt.
T 7%
szl g Hoe g ede 2EZY, PTZ ¥4, Dol Agueld 59 IP H|
T te Azgel 3% 7%
Tol A B Ao, A4 #e, oHE &Y o IP HZ TA A=H
z2ud C
o] &% 7%
z=23d G HH e 2B x|, =53}, 24
Z23Yd Q A2 Bd, 74, TLS 9159 e
ool A AR, GH, olWlES] HMS Fdstal, M A, A4 ZEH, 2A=
o 59 PACS(EE] HT Alo] Alzd) ¥ FEES FAIE 75
=ge T H264, H265 13Q 29, o|n|d 2H, & oHERA, ¥ W73
= A 5) T vge 2EYY 75S Ad
dutAl o g2 FiWlgleE NVT Protocol ABHIAE X QL3R E, SmartDxs 7l A28 93]
NVC Protocol ARl 2=E 2 &3t em, 7t I, Ao, 2ELWS s z=9d C} s&
2 &3t
gNVR SmartDx+ ot e & £AE 7HvgtE A4z
Zhel et A (Discovery) --> 7hWlgl JAFSS B3 Sevice H > 7HWlgt 2EH F4& g5

~EY

—=1

(RTSP URL) > 7} &}

AZA(RTSP Streaming)




Y T
Discovery( Probe, Multicast) — >
NVC Probeo i3] Entry Point2 g <1 NVT
(Network (Network
_ Entry Pointo] H23t0| Capabilities 9t 2} serviceo| entry point Mg > <= Video
Client) media0] 3t MZS RTSP URL 30 HE d> Transmitter)
<
RTSP Streaming <11 0 < < <0 < <o < <o
N/ S
WSDL
Document
‘\__‘\-l.
/
/ WSDL
' Compiler
/
/ v
7
Integrate
r"‘II
+ Web Services based
development principles
Service SOAP - Service P P P
Provider Requester
o = ™y
Media Plane 1| Control Plane

Application / User interface

Media stream Device control Media control
Audio stream Media configuration
Video stream
Metadata stream (XML)
RTP/RTCP |
RTSP J SOAP RTSP
[ HTIP_|||[ATTP —1 |
TLS TLS [|
1|
UppP TCP TCP
IPv4/IPvE
v

ONVIF RTSP Streamming Specification®] 4

gNVR SmartDxoll A4l 285 Onvif 72+ o] 183 2.



= FreeSSL

S5L_shutdown
. CreateConnectedHttpSocket SetSocketOption CQutputDebug
S5L_set fd

connect_with_timeout
| S5Lv23_client_method

I SS5L_CTH_check_private_key l
S5L_CTH_load_wverify
_locations
SSL CTR_new

k

J SSL_CTx_set_cipher_list ]

CreateConnectedSocket }—’I CreateCaonnectedHttpsSaocket SSL—EEEVS“EJ_E‘:‘;(E”“

SSL CTx_set_default
_werify_paths

I SSL_CTx_use_cerificate_file |

[ S5L_CT¥ _use_Privatekey_file I

S5L_library_init

[ SEL_load_error_strings I

[ S5L_set_connect_state —I

ReceiveDataByHttps ‘-‘ S5L_get_error
e
SendDataByHttps ERR_print_errars_fa

W aitSelectEvent
-

SendOiscovery |—H GetlLocallPvdAddresslist I

ReceiveDataByHttp

-_—I-A—‘ GeLastErmrTye
=

SendDataByHttp

wmiDocGetRootElement l

PargingSoapDataBody
e

CreatelJUID
RdStrDup

e¢NVR SmartDx Discovery

ParsingSoapData

PrepareProbe




WaitSelectEvent

CreateC 1 [ CraateC: fitpSocket | B Free3sL

| CreateConnectadHttpsSacket ‘ LD\sDnr\nectDevme l—.-[ S5L_shutdown J

GetlastErmar
PrepareContinuoushiore GellastErorType

PrepareContinuousZoom | SendDataByHitp }—u—[ WaitSelectEvent )—;-| OutputDebug |
PrepareCreatePrasetTaur
I SendDataByHtps H ERR_print_errars_fp J

ERR_clear_error

PrepareGet ConfigurationOptions
SEL_get_error

PreparetGet DeviceCapabiliies

i
|
PrepareGetPresets

PrepateGetRelayOutputs

ENGINE_set_default_RSA

EVP_MD_CTX_create

EVP_MD_CTX destroy

RASHOUp

GetCurTime.

PtepareGetCapabilities

SetUserToken

T

PrapareGetSystemDateAndTime
PrepareGet VideoEncoderConfiguration
Options

Prepare GotoHomePasition

PrepareGotoPresst

PrepateMadify PresetTaur

PrepareOperatePreseiTour
PreparsRemovePreset

GetlLastErorType.
PrepareSetPraset

ReceiveDataByHttp H ‘WaitSelectEvent |—p[ CQutputDebuy |
PrepareSetRelayOutputState
PrepareSet Synchranization
Paint

PrepareSetSystemDateAndTime ERR_get_error
PrepareSat¥idsoEncodsr Configuration ERR_print_emars_fp

P =

PrepareSubscribe
ReceiveDataByHtps )—’l RdGetTickCount J

PrepareUnsubscribe
SSL_get_emor
S5L read

ENGINE _ssl_defaull
ciphers

ENGINE_set_defaull_DSA
StringTaByte H hes_to_ascil H hex_to_int j

RdGetTickCount
ERR_clear_error

ERR_errar_string
UTCtaTimeT

¢NVR SmartDx ONVIF Command




BOOL bRetVslue = FALSE;

chor szBuffer[MAX_LEN_LLLTEXT * 18];

char *pszCommand = “POST*;
cher *psaTarget = ptagDevice->s2ScapOnvifDeviceService;
char *pszProtacol = "HTTP/1.1";

char *pszHosthame = m_tagSoapDevice.s:IPAddr;

char *pszContentType = (char®)“Content

ype: application/sosptxml; charsetwutf-84rin®;

char® pszSoapCmd = “GetCapabilities";
char *pszSospData = WULL}
char *pszContentien = WULL;

ptagSospCtxt-rtargType = SOAPTARGTYPE_DEVICE;

/rgz
if (SetUserToken{ptaghevice, pragSompCtt) == FALSE)
return FALSE;

//MakeSaap WL Command

snprintf(s:Buffer, sizeaf(szBuffer),
“<lyml ver: #\" encoding= -8

5:5=\"http://waw.u3. org/3903/05/ soap-envel

iSecurity xmlns:wsses)\"Rs\" wmlns:wsu=\"¥s\"3"
tlisernnmeTokens "
:UsernamesXs</wsse:Username>”

:Password Type=\"Ns\">Xs</wsse:Passuord>™
iMancesXs</wsse honces”

reated»®s</wsuiCreated»”

"</ssHeadersT

ody xmlos:xsi=\"Ns\" xmlnsixsd=\"Xs\">"

~«Category>Allc/Category>”
/%"
“</nsdody>"

/5 Brvelapes®,

£ ps . B_ps:SospNancsp. >
pragsoapC gUserToken. 52 ) ptag txt->tagUserToken. sz ype, pragSuapC gUserToken.szPassword, ptagSoapCtxt->tagUserToken.szhonce, pragSoapCtxt->tagUserToken.szCrestedTime,
B_ps3 I, BP

psiSoapCmd, g psiSoaplameSp
ps1sospDats = RAStrDup(ssBuffer
if (pszSoapData == WULL)

breai;

eDevice, pszSoapCad);

int nlen = strlen(ps:SoapDsta);
sprintf{szBuffer, “Content-Length: %d\rin“
psContentien = AdStroup(szBuffer);
if (pszContentien == WULL)

break;

char const® const cmdfmt =
"Xz ¥z Xs\ //POST 'F.{m.‘f‘ne-ai(r’;er.)(e HTTP/1.3
“Host: Es\r\n® //Most: 10.164.44.238
"5~ Cantent-Type: =p
" //Content-Length: §78

catlon/scapsaml;

rAn
96 “%s";

oNVR SmartDx ONVIF Command Code %4

RealTek API0 [ eiip (et

& HW Decover 5 3 E%El—l EI 2

; RTSP Server H .
—_] - " (Live) FAD (RHshs)
ﬁlHD Client NVR Manager HD (%@ﬁl‘?j)

camera

HD_

DH Y

Playback /
Recorder

e

Rtsp Stream

FE A 5=

— 62



B /A /) =38 /) 2EHY A" § F2E Hol Utk
ONVIFE &l 4% Rtsp URLS T3l 7hdlgtel] d2S A 7hv =R bS8 A%
AT olEE ST AEH I HolEE AAIZE I3 Display, 53, FEo|AE HFol

AH&-3HT

o] ¥ 97 Display°l €83 tzr ¥ W;H Y A% realtek SDK apis Ar&-3t7] wZol
Zhel gkl A bS8 D4 dHolH T B od He= Fxo|t.

AH 0 Z QFEA Rtsp Client S/W(H3EZ 22 FFMPEG or GStreammer)2] 7 U ES A
ZEF RtspClient & Decoder ZEC] F3E0O] QoA d=H F7 diolHT 7|7} o]jg
AAZE B el 1~2% 9] Delay”} & T

JdRA LEJA2E AFESHA] 21 RtspClient EE<= AF 7EE shth

EF SmartDxi= SmartDx Mobiled] AAIZF G4 Au]|2E A Yok 3t=tl, RTSP Stream
Services A F 3}l RTSP Stream Service:= 7]&2] Ttho]A| 2 ] <] old KDF 42
9] 21=S o] 83} Stream ServiceE A|-&3Hc}
tholA ~E W2 o] A Password’} =% AU A7]Z 02 Password
Al FHeFe d-o] A=t ol /M3y golt)

LES2G 4 oA 2E WA QIFES &85t RTSP AZAFHAHANA A= F
2Hulo] A st7] ofH ¢ Rtsp Server ZES A3 /NS AT

m
L
=
>
(o

[-40

il
E
o
ol
X
§2
filo
ox
—o

« RTSP URL T+3

7t 2} RTSP Stream URL &2]& 7Zhw|gl A|Fo whg} URLe] Zt7] =2 X9t dubzx o 2 o} g
A& FHgo

rtsp://[7F¥2} User ID]:[7tWle}t User Password]@[7}¥2} IP]:[RTSP Port : 554]/[7}H 2}
Profile Stream URL]

7hdl 2} User ID 7t 2} Login ID

7t 2} User Password ZH 2} Login Password

S 1P gNVR SmartDx?| 3}¢] S22 IP &4,
192.168.48.1 ~ 192.168.48.16

RTSP PORT 2EY A& XE (YHHH 0= 5545 AR

7}l 2} Profile Stream URL Profile X7} 3% Stream URL

ol o] 18- gNVR SmartDxel A 7hH 2t =3} o|th
©]% CameralDE ©]& KeyZ 3|4l Mobile App oA H&EE 4 Stk



General

Farrvel
Streaming VR
Wy

VR ITROGH000 §

Hogises  Conmextion fost

SmartDx RTSP Stream URLS o} o] 2L FH3o}.

rtsp:/ / glsadmin:[stream_pw]:[64byte:sha256]]@[SmartDx_IP]:8554/[CAMID]/[PROFILE]?cnonce
=[32byte]

SmartDx Stream User 1D glsadmin (217%)
SmartDx Stream User Password cnonce #roll Wl Password 27
7hd 2t 1P 192.168.48.1 ~ 192.168.48.16
RTSP PORT 2Ef H&E XLE (8554 11A)
CAMID NVRCID00000000 ~ NVRCID00000007
PROFILE Profilel : trackID=1

Profile2 : trackID=2
CNONCE 32byte Random(0~F) &#+4
* RTSP <l=

SmartDx & KDFE ©| &% RTSP Q15 A8 # o2 sttt



V100/gib_auth user_id / pw

>

masterkey

<
%

V100/confirm_key key1/nonce/device_id

L=

camera_list & rtsp url

<
%

Rendom cnoce &=
Masterkey & cnonce & 0]-8% rtsp 215 pw U4 (kdf)

rtsp url & cnonce TH 98 (rtsp 2USFHRE)

‘ Masterkey & cnonce & 0| 8% rtsp 215 pw U d (kdf)
ME pw o Hl@

ra
ot

rtsp B4 s

rtsp://[stream ID]:[stream PW:[64byte:sha256]]@[ &H|IIP]:[stream port]/[CAMID]/[PROFILE]?cnonce=[32byte:sha256]

71ES] 7ivete] AF A BAL FAYE B4 PasswordE ¢S 3H(SHA256)F WAIA] o
oJAZEE AT F olE JhulEtddA HEE AA miFA S . B wAXE &H 455
H mAIAE Feb7ls AT dEstE WA RS 48 WAAE 7S 5 glojof st o] & 7
ek ol gt a gt

FAE LT WAATZE LT HolA2ES ZH It LT WAATE dAY FL3 o)
AXEE zhetd, 342471 AA g (pre-computing)® TolA2ES 7Hse 3 o] Fn3
O ol& 23 dolAl2Eg} Hlws] A& wAXE ZohfAY TdF &3] HAAE FH
< F Ut o9 L YoAXRE EES HAKRSF HO|E(rainbow table)o] g} s, o]} #
< 34 S dAdES FA(rainbow attack)elgt ok AThrF & AREAY] w92V 2
O oA 2ER Zoug 7 BF FRV} &d3HE 5 o

NRlel A o] =EHW o]F WAEHY] MM FrIHoE W2 E WA Hastt

o]l J/RA&t7] 13t SmartDxt PBKDF2E ©]&3% Adaptive Key Derivation Functions
(AKDF)E W= 283t

Ll

PBKDF2 714 §W3 AKDFE, E& 483 ¥ a4 359 w 358 Yoz 49y
S Qlnk obF ZbEaL, TEs7) 4190 SHASH 2ol AFH dA Brue o

PBKDF2¢] 7|& wglv|E = 5714 o]t}
DIGEST = PBKDF2(PRF, Password, Salt, i, DLen);

- PRF : @< (ex : HMACQ)



Password : 3| =% &

- Salt : oA AT £E

- i : Tteration(¥HE) 3l

- DLen : ¥3l= To|AI2=E o]

PBKDF2:= NIST(Fl5®E7]EAT4)00 oA 8 dagFola, vs AR Ax"dAx
ARG =9 E0] 3 st TolAl2ES AT w ARSI

gNVR SmartDxi= RTSP £73°] S0/ 2™ RTSP F4& 733 ASHRE 3 B, F 40|
CNONCE #elvEl7} 248 74§ KDF g0 2 A3 A& 33y, et 7t 431K
Bs AT tolAlz Ao R IF AHYE Pk

olg] 19 RTSP Q% #4A KDF 3§ 5% % Code ©|th.

CRiVewokContzit
ServaConnectiortandleResponse
Prepare

CRORTSPSamer: Proces:Pauss

CRARTEPSaerPracessPlay

CRIRTSPSene PrepateRTSPResponse [

T CRARTSPSawer: Process”eardon ’—b CROFTSPSener Prcsshutencaon H CRARTSPaer GetkOF GB }—)

CRARTSP Sener: GetkOF
_6L5 B

RARTSPSener: ProcescDescibe

|
ICRdC!ymu BLSGI3 KeDarbaion H s ey daton |

GNVRKEYJERNVATION

ot 1GLSGTR_ keyDerivation(c

char masterkey[mex
L

LEW_TENT] = {

out);

* mk, unsi

, masterkey);

nonce, unsigned char * Eeyl, unsigned cher * keyl, unsigned cher * keyi, unsigned char * keyd, unsigned char * IF_\S]
Master Key 040641564d03d32d5402901826400271
CHONCE | 1000n000000000000000000000000000 i
Convert Clear
keyl :48a1141d887921781024b47943ac2db3
- shal256: f572985550edb3833d734cebldfe3576064b006f68dbdeT1dfaTho5e01973545
key? : 3bl8ffed3daded fact4cd3782e0eab
- shal256: 72c35d5f258475158d0e67f46330139385e20045764c691 c45fb1c2f3f62code
key3 @ 3c4474118efTa7dbf4ch020674006175
- sha256: eba3b50b6%e5de0d351b7e02B52aM2b7f5c2dd0f59120b6eB04e238d0d1 2
| leys @ 04d9fcl0d93805315e5d0aal 568d9a2

- shal56: 3dea?022c716106b87fd4f560e560d51 7cleT77962ef4eea9cB564624018103¢c




VLC (RTSP Client S/W)E &3l gNVR SmartDx RTSP Stream 2%

Master Key$} CNONCE #t& &3 5% PasswordZ gNVR SmartDx RTSP Stream 8% 3%
Aol

rtsp:/ / glsadmin:f572985550edb3833d734ceb0dfe3576064b906f68dbde71dfa7b95e01973545@192.168
48.254:8554 / NVRCID00000000/ trackID=1?cnonce=10000000000000000000000000000000

B

06-06-2020 Sat 11:49:48

O %5t 24 210

« 2Eg" Server/Client 4B~
gNVR SmartDxi= RTSP Server/Client AH & EF A|F3ta Jorm=2 old fi3)] HAH3t=

= a7,

RTSP Method(®H @ ol) T/ tha3 2T

method direction A

DESCRIBE &3 oll= RTSP URL (rtsp://..) 2 &2 7}
ST SH TlolHY #f3o] 2IHY. o] FHS HF
AR 71 ZZEZFSDP) XHlo g FHo] lon Za
Holxd dwo] x3HT

c->5 URI AAHE ZAEoH e 2EH ®HFHES

DESCRIBE Cc->S

GET_PARAMETER

S > C 7hA &t

C->S ) ) N
OPTIONS A7t g 24 ElYS wrsksio)

S ->C




1 Ee EE Hyo 2ERS YAFHoRE FA| g
PAUSE C->5S JHEZ PLAY 833 4 Y5l olojx Ay

ATH

PLAY &3 & 1/} = RE Hto] ~EHS AT
PLAY C->S ok PLAY 23S o8 W 2uUd Ay 2AHES B

2 golTx AT F Ak

SETUP 83 v ulto] ~EHo] ojur HAEH]
SETUP C->5s o st=AE AT o] 270 FHH FHdlok (H=
o dg5+=) PLAY 2488 A

Cc->5 URI] AAH ZgAdHoolAd E=
S ->C S QA3

SET_PARAMETER

C->5S TEARDOWN 232 A 355 Y3 A8t =
TEARDOWN vtjo] 2Ef®S AAAZ|L AW Ao ZE M #
Holg o] 32 A}

(o

gNVR SmartDx= Methods Option, Describe, Setup, Play, Teardowns A}-&3HTh.
RTSP= ofefle] &M= 2t

Server Client

€—RTSP &% EL”“(SDP)
7AH = 8 M2 (SDP )=

«€—RTSP Describe=——
(Stream INFOMatioN j—]p

€—RTSP Setup
(RTSP Session j=—

—RTSP Play=——
- (Synchronization iNfo jm—e

-

R TP Vil e
RTCP= B
€———RTSP Pauseie———] R Stream
-~ = ~>
(R TSP Toardown=——
>
Y \ 4

RTSP Stream Sequence



transmitter

Audio

8kHz

Video

90kHz
0/
NTP

(Common)
Clock

)

RTP (Audio) RTP_timestamp_Audio
RTP_timestamp_Audio

receiver

RTCP (Audio) RTP_timestamp_Audio + NTP_timestamp

RTP (Video) RTP_timestamp_\ideo

v Y

RTCP (Video) RTP_timestamp_Video + NTP_timestamp

v v

RTSP Stream T3

Rtsp Server App

Rtsp Client App

2EE HO | 1\ AEE FO

= AE 2 AEZ= (=]

o Al %] A’Vi—D ANT: EHIiII]
RTSP RTP RTP RTSP
TCP TCP/UDP TCP/UDP TCP

IP IP
Ethernet Ethernet
< Ol Hl/RI Eatull )
EAH= Xk

oo b
[ ) |
seH= (PCM H.261 MPEG Awudio,
MPEG Video Motion JPEG &
¥ 'y JYE-SyEat]
M v '
[ rre | mice |
i < 2 I = = =
MEAS HolE | Paol 22 agmo
| uoe |
A
¥ "
A= | IP | o8 HE
HiojgE= .
Ao LAN, WAN
4z zomz, | |




RTP Protocol ++%

ZEZEHN, IP olA UDPE AF&sit)

RTP= vHo] 3|7 AES A =
20 8 12 HO| E
IP UDP RTP L Y H|fe
Header Header Header G| O] H
<4=RTP Payload=#

G| JDP Payload=——————p

- |P Payload >
RTP data header : 22 RTP HlolE] 3|9 T&F 2] o] &3}
0 i 2 3
01 2 3 4 5 6 7 8 %9 01 2 3 4 5 6 7 8 % 01 2 3 45 6 7 8 9 01
v P|X cC ' PT sequence number
time stamp
synchronization source (SSRC) identifier
o AHIE : 9 HE
- Ver (M%) 2 HE
A RTP ¥, 2 (RFC 3550)
- P (padding) 1 HE
1 o]H AA FEF3F o A&7 #d dolH =
2 A G2 RIP 913 Hol2= FA4E A

S8IZE o] 32 HE

- X (extension) :1 HIE
1 o] 7pAAde] ¥ &7 (Extension Header

- CC (CSRC Count) : 4 HE

712 &y #tE FHeoll UEhE CSRC(Countributing SouRCe) 1D} 71 <.
o8 vgoirt FAE= A5 I NFE CCEXN Yeda 259 7|&

SRRC IDEZH o] YEeY

- M (Marker) ;1 HE
oWl E Aol AZHAEFS &E

o0 =AW S (Sequence number) : (16 HIE)
d4E 8 <A A4

P
27|12 Agola, W Izl vtk 14 F7}
FAEE 7l ARE oA Boe gl &4 AE

ol e vehy

s7E

=i
=

Hubd &4 278 A

70 —



= E(Tlmestamp) : (32 HIE)
- RTP 2E# W Z} RTP #Flo] M=
Rk

IEYE AZEAE epd
& 271 E AR, Sy

2 FHeEo] o8] 18 27147

20 mse. = g
#) G711 (PCM A-Law) ©T] < o
£

- (fEne 29 HolHg) x (1 WA T A UF)
= (64 kbps G.711 Z4) x (20 ms)
(

8000 samples x 8 bits)/sec x (0.02 sec)
= 160 H}o|E

b)) dAe AT BY2BIL go] B AP B Azl AEY HULL oy
b12) YRS AT BALWE go] ‘Hé FEA @ A AT EAF o)
o) v 3

A 2} (SSRC ID, Synchronization SouRCe ID) : (32 H] E)
- g AE 2E] i A (F, RTP AACAM &2 F83ke AL HI)
Spel RTP ALE Tl A 2H7be) WA S92 M SSRC D2 Lbe.

B} dExote] S fe TE BT oA 27) oo 2EHW A Jte

RTCP Protocol %

o RTP AlAe] & A2 9%

Hro] Aol g Z2EF
- RTPE= UDP F41& 3tEEA 1ent4 HESZ A4 JHE &2
A SFEolAE A4 e 2wl Ad, &4,

A, 4, A Sl ts) Fr13oe=
2%

_ld
e
e

RTCP +%

el



20 8 12 HIO|E

IP UDP
Server Client Header Header RTCP
- -~
- - Sy c
- = -
- - - -~
~

RTCP SR 2 "1
\ v |p RC PT \ 20|
RTCP HHME%

RTCP RR
PT =200: SR
PT=201:RR
PT =202 : SDES

PT =203 :BYE

v v PT =204 : APP

o

O SR HE+ RS : Sender Report (F41AF K 11)
- AR SollM F71HA FEAAE SA HolE
AR EAR

O RR : Receiver Report (F
AR BAA FAH EARR BA Aol

CHBEAE, FHEAYA S 5

O SDES : Source Description message
- a2 AR ARE Fr)How 4y
- SSRCe SFHE AHEAL ol F, AASH F4, 91 ID TOF £AlA MY

v

C
O
e

o

BYE : Bye message
- @A AACe 2E AVHAIA $5E e 4F

o

APP : Application specfic RTCP
- ojEEold AT ol BEE AL 93 A

gNVR SmartDx+ SR, RR, BYERES A}-&-3T,
gNVR SmartDx®l| 2-8&% RTSP Server/Client S 2 tho]oj 13l o]t



CRdMediaChunk
+ enhdedia
jrengﬂdec . CRdJobGueue
enSourceType
+ npmeS:ampF CRcEvent - unu;ed_cnrnts
+ nTimestampFreguency - used_counts
+ receivedTime + m_hEvent - ndoblDCounter
+ prasentTimeByRTCP + syhc_mutex
+ Eiyg_ceSdElyRTCP +m_nEventCount : Egg‘ﬂﬁg&i:igo
I en.ﬁuldoiuggggrct + CRcEvent() +Freef)
and 45 mare +nextikeyFrame + ~CRcEvent() + Reset()
E +previeyFrame +plock + Fraa( +IgEmpty()
+ CRdMediaChunki) +prev + SetBvent() + GetUnllsedobl)
+ ~CRdMediaChunk() +next + WaitForEvent() + Getdobi)
+ Freel) + WaitForEventYWithMicroSec() + PushlnUsedlob)
+ Reset() + Init() + Prependdob()
+ Gethlext() + Freel) + AppendJobl)
+ GetPrev) + WWaitForhiultiEvents() + Removelob()
+ SetMexti) + SetBvent) + Removedobs()
+ SetPrev() + WaitForEvent() + GetdobCount()
+ GethextkeyFrame() + Init()
+ GetPreviKeyFramel) + Freef)
and 9 more
+ Initi])
+ Free()
Hirst
+astkeyFrame -m_h¥WaitableTimer
+HirstkeyFrame -m_pUserEvent JnbList
+unuged +m_pCleanlpEvent AMLPCRRLI
+offset -m_pEvent
+ast
CRcThread
CRdediaChunkQueue +m_bStopFlag
+ m_bJobBusy
IE”;'QS:E:HDhunkS + m_nThreadPoolCount
+byt o + m_nTargetThreadPoolCount
i dﬂr:?iﬁﬁ: +m_hThreadPool
CRARTPStateQueue +nvidenDurations mfﬂmz:;":“m
- + nLastTimeStarmp o
: m‘lgﬂigzi + nLastTimestampFrequency m—zsﬁ_’;g
- m_nTotalReceivedPackets ised etk s ) RdCrytoPolicy Struct - rm_enPriority
= + oldesthdediaChunkTime A D SRE
+ CRARTPStateQueus() +m_nMuml<eyFrames + enEngine P
+ ~CRARTPStateQueud() +m_entedia + enRange + CRoThread)
+Fres() + tri_nReuseChunkCount + enCipher +~CRcThread()
+ enfuth
: ngf?ltangTF'StateO + CRdMediaChunkQueus() + enEncryptkey : g;za%
+ AddRTP Stata(] :Egggggd'a%u”k@“e“w + bBasebd + Stop()
+ GetRTPState + plnputkey + Wakel
+ RemoveRTPSQateo i [r”?h + plnputPassword + Sleep() 0
+ RemaveAllRTP State() By Isﬁé‘gpgo + AddJabg)
o | | 3SRy L
“ Initg + InserthediaChunk() R B
iF + CopyMediaChunki) T
el + InzsertMakeStream() + I-Drlegﬂ
and 33 more +WakeUpQ
IH;%O + SetProcessPriority()
. - StartThread()
+ CorvertMediaChunki) - StopThread()
+ ConvertMediaChunki) . RunEI'hreadO
- Runi)

+m_pRTRStateGueue | +m_pMediaChunkGueuef +m_cryptoPolicy +m_pSendWorker +pThread |-m_pThreadParam

CRARTSPServer

+ m_listClientSession

+ m_iterClientSession

+ m_listClientSessionPool
+ m_niaxClientSessionFoolCount
+ m_ 5z TCPChIdC ourit

+ rn_hlshulticast

+ m_bFlayAfterSetup

+ m_nTimeoutSec
+fm_hSRTPSupport

+ m_pParent

and 8 maore. ..

+ CRARTSPServer()
+~CRARTERSarver()
+ Freef)

+ Resat() + nindex
+ AddClientSession() + paller
+ GetClientSession() + pParam
+ RemoveClientSession()

+ RemoveAllClientSessions()

+ GetCountClientSession()

+ GetFirstClientSession()

and 12 mare...

+ Init()

+ Freef)

+ FindRTEPRequestEnd()

+ ParaeRTSPRaquest(]

+ FarseAuthorizationParameters()
+ ParseTransportParametersi)

+ ParseRangeParameters()

+ ParseScaleParameters()

+ PrepareRTEPRespanse()

+ ProcessAuthentication()

and 15 more....

ReThreadParamStruct

RTSP Server 2~ t}olo] 13



CRARTCPClient

+ m_nMySSRC

 MobNeesSendRTCP_RR
+ m_ezRTCRC hid

+m hSR’TF’Suppur\

+ m_pPar

+ CRARTCRClient)

+ ~CRARTCPClient(

+ Reset)
+ ParseRTCPHeader()
eRTCPReceiverReport

~+ PrepareRR()
+ PrepareSD(

+ Free
+ ProcessRTCPRespanse()
+ FindRTCPRespanseEnd()

-+m_pRTCPClient

CRARTPChunk

+ nRTPSeqhlum
+ BFrstChunk
+ BMarkertit

ReCrytaPolisyStrust

-m_cryptoFolicy

CRdCrypto

Rl nKEVLen
-m, vaen

e tbaasas
- m_enEngine

- m_blnit

- m_bHWSupport

and 8 m

| CRdCryptaq
+~CRdCryptaQy

+ Free()

+ Reset

+ SetCryptoPolicy()
+ GetCryptaPolicy()

+ EncryptRTPPacket()
+ DecryptRTRPacket(
+ EncryptRTCPPacket)
and 12 more

+ Init))
+Fres

+ INtSRTPQ
+ FrewSRTFQ

+ GetAuthentication(]
+ IsHVYSuopong

e MakeRSAKEyFMEsO

“+m_pCrypto

Rk Pintostroet

+ nSeqhum
+timestamp
+ bilsNew

N

~+m_tagRTPInfo

+ enEngine + presentTime
+ anRanga + racaivedTi
+ enCipher +enCadec
+ enfuth + enMedia
+ enEncyplkey IType enent
+ bBaseBd + nDurationTime
+ plnputkey + c
+ pinp
+ CRARTRChunk(]
+ ~CRARTPChunk()
+ Heset()
+ Freef
+ Getlext()
+ Sethext()
+InitQ
+ Free()
T
unused
Hast
CRARTPChunkQueus
+ unused_chunks
+ bytes_i
+ bytes_out
+ hHavaSaanFirsiChink
+ niextExpectedSeqNurm
+ CRARTEChunkQueue()
+~CRIRTFChunkQueus()
+Reset()
o +m_ttpChunk
+Lenming

sEmpty
LSRR o
+ InsertChunk()
+PushUnUsedChunk()
+ GetUnUsed Chunk()

+m_pClypto

+m_pRTPChunkQueue

CRARTPCliert

RASDPFomat Struct

+nAuxDatalen
+nDuration

nCTSDeItaLeng th
+ nDeInterleavetiutie,
+nDTSDektalength
+nindexDshal ength
+ nindexLengt
+ ninterleaving
il

+m_pCrypta

+ m_bEnableRTCPReparts
+ m_nLastReceivedSSRC
+m_enCode
+m_gnided)

TR s
Pl il
+ m_nBandWidth
+ m_PlayStariTima
+ m_fPlayEndTime
+m_fSedle
and 33 more

rize

+rn_stSDPFormat

CRORTSPSubSession

~

+ m_pszMediaName
+ m_nTargetRtpPort
I m_nTargetRicpPort

+ m_pszProtolame /

+ m_pszConnectionEndPeint
+mnTIL O/
+ m_nBandWidth

+m_pszContral

+ m_{PlayStartTime
and 26 more

+ CRORTSPSubSession))
+~CRARTEP SubSession)

+ Freeq)
+Reset()
+Init)
+ Free()
+m_listSubSession
CRARTSPSession
+ m_pszSessionName
+ m_pszSessionDescription
+m_pszSessionType
+ m_pszContral
+ m_pszContentsBase
+ m_pezConnectionEndPoint
+mn
+m_fScale
+ 11 PlaySlarTirme
RARTSPCmdStruct

+ . PlayEndTime
3 m

+enlviethod
+pRefData

and

+ CRARTSPession)
~CRORTSPSession(y

1 eGoaciontmping

+
+ RemoveAlISubSessiont)
+ GetCountSubsession()
+ GetCountMedia))

+ GetFirstSubSession)

+ GethextSubSession()
+ GetSubSession()

F

+m_lastSentCmd | +m_pSession

+ CRARTFClient()
+ ~CRARTFClient()

+ Free()

+Reset)

+ SetRTRConMg(

+ ParseRTPHeader(y

+ SetRTPChunkPresentTimeBy
RTCPTimeSync

+ MakeSpeical Header)

+ Prnras sHARAP arameterSet (
+ GetByte()

and 10 more

i Inity

+ Freeq

+ FindRTPResponseEnd(

+ ProcessRTPResponse()

+ 1sRTP Header()

CRARTSPClient

+m_bFirstSubSession
+ m_szl astSessionld

+ m_nSessionTinsout

+ m_bRTGPovert

+ m,hs.mzama

e i e
+m_bPlayAftersetup

+ m_enPlayTimeType

+ m fPlayStartTims

+ m_fPlayEndTime

and 35 more

+ m_pazlisarhgent

+ m_enRTSPYersion

+ CRARTSPClient)
+ ~CRARTSPClEnt)
ol

+ GE\RTSF‘Suszssmn[)

+ GetNextSDPLine ()
+ SkipSOPrrLina(
+ ParseSDPsLine;

eef)

+ PrepavEWTSF'Cumm 0

~+ ProparoRTER GommandWithhstho
+ PrepareRTSP OptionCormmand()
+ PrepareRTSPDescribeCommand()
+ PrepaieRTSP SulupCuriimand()
+ PrepareRTSPPlay Cormmand
+ PrepareRTSPTeardownCommandy)
+ PropareR TSP PauseCommand(
5

40

“+m_eryptoPolicy

+m_pRTPClient
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&S Pairing REE 2T A5 oT AXE 55 + ddt

55 WES FE2W Pairing BEZ AAFI o] FeelA FEFsA 3t loT AA 9 5
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FTA HES FEW Pairing EE+ HEH

784 MES FEW T5E loT AAEY ol53 JHE 74l A

T AE

et me

Al e 4] MAC uiiE]2] M sl ONSOFF
- oo1 269EBD
00189A269ER1 Wake up

00189A2Z69EBZ Sleep
00189AZ69E83 T Wake up
001 9EB4 Wake up
00189A269EBS Wake up

oNVR SmartDx IoT #&] Ul

o2 = gNVR SmartDxll A-&¥ IoT @& 75l gt thojo] 15 B #& Codeolth.

YiewSensaorlnfo::on YiewSensorlnfo:: delete
_pushButtonDelete_clicked B _iot_per

YiewSensorlnfo:on
_pushButtonAllDelete
_clicked

lotEdit

YiewSensorlnfa:: pairing
_start

|__—P

YiewSansatlinfo::on
_pushButtonRegist clicked

YiewSensorlnfo::pairing_stop
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GibDevicelotServerdnfoStruct
sdisp

CRdMwrhanager: GetGibDevice
[otDevicelnfo

CRdMvrManager:: GetGibDevice
lotServerinfo

an_pushButtonRefresh
_clicked

sl | iabat I CRdNWMEna@ﬂ%SEE:tGlhlnTNamE

IoT 7841

TotEdit()
{
if (m_blnit == false)

return false;

if (iotemd >= IOTCMD_MAX)

return false;

if (iotemd == IOTCMD_PAIRING_START || iotcmd == IOTCMD_PAIRING_STOP) {
unsigned char mode = 0x00;
if (iotemd == IOTCMD_PAIRING_START)
mode = 0x01;
if (UpdatelotPairingMode(mode) == false)

return false;

int ret = -1;
T_MGICC_DATA MgiccData;
mcr_ipc_link(&MgiccData);
if (iotemd == IOTCMD_PAIRING_START || iotemd == IOTCMD_PAIRING_STOP) {
unsigned char mode = 0x00;
if (iotemd == IOTCMD_PAIRING_START)
mode = 0x01;
ret = mcr_sendloTRegModeSet_ToMcr(&MgiccData, mode);
}
else if (iotemd == IOTCMD_REMOVE_ITEM | | iotcmd == IOTCMD_REMOVE_ALL) {
unsigned short type = 0x00;
if (iotemd == IOTCMD_REMOVE_ITEM)
type = 0x01;
ret = mcr_sendloTThingDel ToMcr(&MgiccData, type, iotmac);
}
mcr_ipc_unlink(&MgiccData);

return (ret == 0);
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Http RestAPI 421
TAE YA

-> JSON 3|7l 37 > A8 -> X243} JSON ¥& > 34l

Mobile APP SmartDn
ul= U S
Http Server
Callback Callback

ProcesslLiveCallbackData ‘

:: NwrClientService

StartEmergencyBackup |—>

CRdMwCloudBackup:;
StartEmergencyBackup

CRdMwClientMsg:fromdsaon

CRdMyrClientMsg::createbdodule

/

MyrClientSermvice

Status

CRdMvrtanager: GetSystem

CRdMwrClienthMsg::todson

CRdMwrClientMsg::protocolld




¢ NvrClientService()

BOOL MNwrClientService | char *  regCmdld,
int reqCmdSize,
char®  regData,
int reqSize,
char *& rspData,
int &  rspSize

Definition at line 5289 of file RdNvrMgrLocal.cpp.

Bza0) {

5291 BOOL ret = FALSE;

5292 | #ifdef SUPPORT_HTTP_AP|

5293 | CRaNyrClientMsa + msg = HULL:

5294 o

52095 | {

5296 | [t (GetSystenStatus() == SYSTEMETATUS_LOADING) {

5297 | printfi"being system loading.. . #n");

5205 | breaks:

5299 i

5300 |

5301 | msg = CRdWvrClientMsa: s fromJson(reaCndld, regData, regSize):

530z | if (msg == NULL) {1

5303 | printf("ERROR 1. CRdWvrMarLaocal::MyrClientService()#n");

5304 | break;

5305 | I

530G |

5307 | i1 (msa->nvrWebClientSvci) == FALSE) {

B305 | printf("ERROR 2, CRdMvrMarLocal z:MyrClientService(#n");

5309 | break;

5310 F

5311 |

5312 [t (CRAMwrClientMsa::todsonimsg, rspData, rspSize) == FALSE) {

Eg}g= printf("ERROR 3. CRdWvrMarLocal::NvrClientService(itn");
| break:

5315 | r

5316

5317 ret = TRLUE;

5318 | Fouwhile 0):

5319

5320 [t (msa) delete mss;

5321 | #endif //SUPPORT_HTTR_AR|

5322 return rets

5323l



#define XX(Id, class_name, url)

9| /+ Status Codes +/

10| #define GHWVA_HTTP_RECI_MAP(XX)

1 A% CGNYR_RECH D_SET _SUMMARY _START,

12 H( GNYR_REQ | D_SET _SUMMARY _CANCEL,

13 %% ( GMYR_RERQ | D_GET _PLAYBACK_RECTRACK_UAL,
14 %% CGNYR_RECH D_GET _EYENT _UAL,

15 W% (GNYR_RED D_GET _SUMMARY _UAL,

16 H( GNYR_REQ | D_GET _THUMBMA | L_ UHL

17 KK(GNVH_HEQ|D_SET_EMEHGENCVBRCKUP_STEHT,
18 %% ( GMYR_RER | D_SET _EXPORT _START,

19 A% (GNYR_RECH D_SET _EXPORT _CANCEL,

20 A% (GNYR_RECH D_SET _EXPORT _FEMOYE,

21 H( GNYR_REQ I D_SET _LOCAL_ACL,

22 %% ( GMYR_RER D_SET _NYR_ALTH,

2a A% (GNYR_RECH D_SET _MOBILE_DEY_ID,

24 A% GNYR_REC D_GET _REC_DAY,

5 % ( GNYR_REQ I D_GET _REC_ T|MET#ELE

6 %% ( GMNYR_REQ I D_SET _PTZ_CTAL,

2 XX(GNVH_HEQ|D_SET_LUG|NUUT,

-a A% (GNYR_REC D_GET_T IME_IWFD,

29 W% (GNYR_REQI D_SET _HLS_CAWCEL,

30 #%( GNYR_REQ I D_GET _PTZ_PRESETLIST,

a1 %% ( GMYR_REQI D_GET _PTZ_TOURL| ST,

a2 A% (GNYR_RECH D_GET _PTZ_GROUPLIST,

a4 A% (GNYR_RECI D_GET_PTZ_STATE,

34 H( GNYR_RED | D_SET _PTZ_RUN_TRACKING,

35 %% GNYR_REQ | D_SET _SYSHGR,

36 %% ( GMYR_REQ I D_SET _TRI GGER_EYENT,

=) A% GNYRA_REC D_SETUP_SET _CLOUD_&LTH,

38 H%(GNYR_REQ| D_SETUP_GET _CLOUD_AUTH,

39 K ( GNYR_REQ I D_SETUP_GET _SYSIHFQ,

40 %% ( GMYR_RER | D_SETUP_GET _CAMREG,

L W% (GNYR_REC D_SETUP_SET _CAMRBEG,

42 W% GNYR_RECH D_SETUP_DEL _CAMREG,

43 H( GNYR_RED | D_SETUP_CLR_CAMREG,

44 %% ( GNYR_REQ | D_SETUP_GET _CAMERACHANMEL ,
45 %% ( GNYR_REQ | D_SETUP_SET _CAMERACHANNEL ,
Ei s A% GNYA_REQ D_SETUP_GET _CAMERASTHEAM,
47 #%( GNYR_REQ | D_SETUP_SET _CAMERASTREAM,
48 K ( GNYR_REQ I D_SETUP_GET _D1| SPLAY .,

49 %% (GMYR_REQ I D_SETUP_SET _D1I SPLAY ,

=10 W% (GNYR_REC D_SETUP_GET _RECORDCHANNEL ,
=] W% (GNYR_RECH D_SETUP_SET _RECORDCHANNEL ,
52 #( GNYR_REQ | D_SETUP_GET _RECSCHEDLLE,
53 %% ( GMYR_REQ | D_SETUP_SET _RECSCHEDLLE,
54 K% CGNYR_RECH D_SETUP_GET _PLAYBACK,

[ata] A% (GNYR_REC D_SETUP_SET _PLAYBALCK,

=15 H( GNYR_RED | D_SETUP_GET_I OTSETT NG,

57 K% ( GNYR_RED | D_SETUP_SET_I OTSETT ING,
[atal %% GMYR_REQ I D_SETUP_GET_I OT I HFO,

[=tz] A% CGNYR_RECH D_SETUP_SET_ | OT | MFO,

B0 A% (GNYR_RECI D_SETUP_GET_EYENTALARM,

Bl H( GNYR_RED | D_SETUP_SET_EYENTALARM,

B2 %% ( GMYR_REQ | D_SETUP_GET _EYENTMOT | ON,
B3 A% (GNYR_RECH D_SETUP_SET_EYEMTHOT I OM,
E4 A% (GNYR_REC D_SETUP_GET_SMTP,

ES H( GNYR_REQ | D_SETUP_SET_SHTP,

[=13] %% ( GNYR_RED | D_SETUP_GET _BACKLP,

E7 %% ( GMYR_REQ | D_SETUP_SET _BACKLP,

[ atal A% (GNYR_REC D_SETUP_SET _CHANGE_PASSWORD,
Eﬁ W% (GNYR_RECI D_SETUP_GET_STORAGE,

RestAPI 2]
https:/ /[SmartDx IP]:[Port:7444]/[API Ver:V100]/[URL]

SummaryStart,
SunmaryCancel,
PlaybackRecTrackUr !,
EventUrl,

SummaryUrl,

Thumbnai lUrl,
EnergencyBackupStart,
ExportStart,
ExportCancel,
ExportRemove,

Seticl,

SetNwrduth,
SetMobileleviceld,
GetRecDay,
GetRecTimetable,
PtzCtl,

SetLoginOut,
GetTimelnfo,
SetHlsRemovelr |,
Presetlist,

TourList,
PresetGrouplist,
Ptzstate,
RunPresetGroup,
SetSystenManager,
SetTriggerEvent,
SetCloudbuth,
GetCloudbuth,
SetupGetSysteminfo,
SetuplGetCameraRes,
SetupSetCameraBes,
SetupDe | CameraRes,
SetupClrCameraReq,
SetupGetCameraChannel,
SetupSetCameraChannel,
SetupGetCameraSt ream,
SetupSetCaneraSt ream,
SetupGetDisplay,
SetupSetDisplay,
SetupGetRecordChannel,
SetupSetRecordChannel,
SetuplGetRecSchedule,
SetupSetRecSchedule,
SetupGetPlayback,
SetupSetPlayback,
Setuplet loTSettingsinfo,
SetupSet|oTSettinasinfo,
SetupletloTinfo,
SetupSetloTinfo,
SetupGetEventdlarm,
SetupSetEventdlarm,
SetuplGetEventMotion,
SetupSetEventMotion,
SetupGetSmtp,
SetupSetSntp,
SetupGetScheduleBackup,
SetupSetScheduleBackup,

SetupSetUserChangePasswod,

SetupGetStorage,

Ssummary_video_translate)
Jsummary_video_translate_abort)
recorded_video_ur
Jevent _video_url)
Ssummary_video_url)
Athumbnai | _url)
/fire_backup_req)
/down|oad_request )
Sdownload_cancel )
Sdownload_delete)
fset_acl)
/aib_auth)
Joonfirm_key)
Srecord_table/month)
frecord_table/day)
/ptz/ptzctrl)

user
Stime_sync)
Shls_terminated)
/ptz/preset|ist)
fptz/tourlist)
/ptz/aroup]ist)
/ptz/state)
Jptz/run_tracking)
/systen_nanager)
Jevent_trigger)
Ssetup=c|oud_auth&&app=set )
Ssetup=c|oud_auth&&app=get)
/setup=systen&iapp=get )
setup=canregifapp=get )
/setup=camres&&app=set )
Ssetup=canreg&fapp=del)
/setup=canreg&&app=clr)
/setup=camerachanne|&&app=get )
/setup=camerachanne|&&app=set )
Ssetup=streaningffapp=get)
/setup=streaningfiapp=set)
/setup=displav&iapp=get)
/setup=displav&Rapp=set)
Ssetup=recordchanne | &&app=get )
Ssetup=recordchanne| &&app=set )
/setup=recschedule&iapp=get )
setup=recschedulefRapp=set)
/setup=p|avback&fapp=get )
/setup=playback&fapp=set)
/setup=ioteventrelay&iapp=get)
/setup=ioteventrelay&fapp=set)
/setup=int info&&app=get )
Ssetup=iot infoféapp=set)
fsetup=eventalarn&fapp=get )
/setup=eventalarn&fapp=set)
/setup=eventmot i on&&app=get )
/setup=eventmot i on&&app=set )
/setup=sntpiéapp=get)
/setup=smtp&iapp=set)
/setup=schedulebackup&&app=get )
/setup=schedulebackup&&app=set
/setup=changepassword&éapp=set )
/setup=storaged&iapp=get)

URL

a3

/summary_video_translate

SoF 24 A

/summary_video_translate_abort

aoF 24 Ha

Jrecorded_video_url EAN F4 8H
levent_video_url oHIEHA =4 9F
/summary_video_url QoA F4 8 F
/thumbnail _url AUl olwx] F+4 84

[fire_backup_req

sy 24




/download_request Mg 9
/download_cancel WA HA
/download_delete Hl Q) bz

/set_acl

/gib_auth

[/confirm_key

[record_table/month

[record_table/day

=3} BFgH ol & 4HE 2A

Iptz/ptzctrl PTZ Ao 2.4
Juser Login / out 2%
/time_sync A A AR 84

/hls_terminated

A€ His X 244 2%

Iptz/presetlist PTZ Preset List 2%
[ptz/tourlist PTZ Tour List 8%
[ptz/grouplist PTZ Group List 8%
Iptz/state PTZ A oF &<l 84

[ptz/run_tracking

PTZ Tracking A]2}

/system_manager

gNVR SmartDx Al2®l 7]%5 2%

levent_trigger

gNVR SmartDx ¢|HIE Eg|A HA.
oM E el we} 5 WY 3

/setup=cloud_auth&&app=set

/setup=cloud_auth&&app=get

Google Cloud User AlY 5% AA.
Google Cloud User A1 59 AR 84,

=
[)

=
[)

[setup=system&&app=get

[setup=camreg&&app=get

gNVR SmartDx A|2=¥] HH QA
=4 ﬂ“ﬂi} Y 2E ZH

84

[setup=camreg&&app=set

/setup=camreg&&app=del

7hele 2HA 8%

/setup=camreg&&app=clr

s=d Zhlet AA A 2%

/setup=camerachannel&&app=get

Zheet dE R 84

[/setup=camerachannel&&app=set

72t el 244 A

[setup=streaming&&app=get

it 2E8 AR ZE 8A

[setup=streaming&&app=set

i et ~Eg™ W7

[setup=display&&app=get

gNVR Display OSD A4 AXR 873

[setup=display&&app=set

gNVR Display OSD 2% W73 24

[/setup=recordchannel&&app=get

gNVR =3} 44 AR 9%

[setup=recordchannel&&app=set

i)

gNVR =3} 24 W7 8%

[setup=recschedule&&app=get

o | o

gNVR =3 =A% 84 AR 2%




[setup=recschedule&&app=set gNVR =3} ~Al& 44 WA 8F
/setup=playback&&app=get gNVR g7 A4 A AR 9H
/setup=playback&&app=set gNVR 974 A 83

/setup=ioteventrelay&&app=get

=
il
o
g
| on

[oT-7}H 2} oWl E

/setup=ioteventrelay&&app=set

[oT-7}w 2} o)Wl E

/setup=iotinfo&&app=get

54 0T g=E

/setup=iotinfo&&app=set

AR 9
=% 10T g2=E AA W73 84

[setup=eventalarm&&app=get

Ftd 2k Alarm A A

A
Fhm g} Alarm A3 W

/setup=changepassword&&app=set

[setup=eventalarm&&app=set 3 9%
/setup=eventmotion&&app=get 7td 2} Motion 24 HX QA
[setup=eventmotion&&app=set 7} 2} Motion A4 W74 83
[setup=smtp&&app=get SMTP 44 HB 8%
[setup=smtp&&app=set SMTP 24 H7AE 84
[setup=schedulebackup&&app=get | Z2A=NY 24 R 2F
[setup=schedulebackup&&app=set | =A=MY A HAH QA
c
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ProcessPushAlarmlaT |

Http ClientE

CRdMvrManager: GetGibDevice
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FromDE

CRdMvriManager:: getinstance

CRdMvrianager:: GethdacAddr
FromPrivateld

CRdMvrianager:: GetOnwifltem
ByFrivateld
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| CRdMwrPushMsg:: SendMsy |—>| CRdHttpDeviceFunc::Init }—b

CRdHttpDeviceFunc::
CRdHttpDeviceFunc

CRdMNvrManager: GetSetupData
MobileDey

CRdHttpDeviceFunc::

SendCommand

CRdMyrPushMsg::init ]

| CRdHttpClient:: SendCommand

CRdMvrPushisg:: MakeEventhdsy |

StringToMacString

F3ll olee] FCM Message”} 2% T
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£hg) ERE
@url : https:/ /fcm.googleapis.com/fcm/send
@header : Authorization:key={app_key}
@form json
- to mobile-device
- data OHIE AR
- [obj] noti_type "event"
- [obj] gib_mac  GIB MAC A E (¥)
- [obj] cam_mac 7 2} MAC H X
- [obj] cam_id Zhwg} ID HB
- [obj] cam_name  7}w2} =
@param : i L
- [obj] device_id ioT HHlo]2 ID (MAC %)
- [obj] device_name Tju}o]2~ ™
- [obj] event_time ©|HIE A|Zt
- [obj] event_type ©|HIE TYPE (&)
- [obj] event_detail type ©|HIE Z+A] TYPE (¥)
- [obj] event value ©|HIE gk
- [obj] thumbnail AUY




- notification d¥ == AH [Only iOS]
- [obj] title_loc_key
FA G BolE (FAYH o] HolEe W
- [obj] body_loc_key
FA L WS CRALE o] HolEel w
[obj] body_loc_args

%)

FA ST WS sehE (FALH o] ol

priority

FA A9 [Only i0S], %k : high
- content_available
Al = ALE-fF5 [Only i0S], % : true

)

- success : A& oAHF

@ret :
ren - failure : A3 o7
@app_key : - 2ukd of Zg Aol J(LA )
-1: BA oWE
@event_type -2 LY oHE

-3 : IoT AA] o|HE

@event_detail _type

- 11 7l A A

- 21 : 7hel e AlA 2R

- 22 Fhve} o E I AlA ZHA
- 31 : TAZA

@event_value

- 32 BA

- 33 AEA

- 34 A

- 35 : SAZA]

- 36 ¢ AEMALA

- 37 : —G—E A

- event_detail _type == 32
>0: & €9
>1: & 2%

- event_detail _type == 34

>0: 2= AN

>1: &% oA

- event_detail_type == 21

>1:0ON
> 0 : OFF

- event_detail type == 22

> A opdET 53

- event_detail_type == 37

>0: &% A




>1: 5% o &
{ "data": {
"device_id": "00189A26D5A3",

"device_name": ""

"event_detail _type": "35",
"event_time": "20190703175126",
"event_type": "3",

"event value": "1",

ne mn

oA "gib_mac": "",

ne n

"noti_type": "event",

"thumbnail": ""
b
"to":
"dyQawenir-E:APA91bFOm6xyTj-cEmyZRgkhXovDy5jdRifclkxodnk
_-W3XTIk5eOLGIVIMPIATmp7vUrOo_zILIFLcpRPGBwch4CY3qLRx
KgeaY7828keOQLiyYBXI0c6ZSzEhSoBlobCp8v6zV7-0"
}
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CRdMwrClienthMsgReg=etCloud
Auth:neteb ClientSve

B CRdMwrigrLacal:: GetCloud

SakeiAithT Ak — = GetRefreshToken

CRdMvrMgrLocal:: UpdateCloud
AuthConfig

| CGoogleApi:CreateFaolder J

CGooglesApi::UpdateRefresh
. pTDkSn ——b‘ CGooglefpn: GetRefreshToken |
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CRdHttpDeviceFunc::
SahdCar g SendCommand

CGoogleApi::UploadFiles
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Http Server

Callback Callback

| ProcessLiveCallbackData l

NyrClientSenice

; CRdNwCloudBackup::
| sftanErmagancybsckp I » StartEmergencyBackup

[Mmion} [Door] [Sound] [GAS] [Temper] Callback
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Event Trigger

’ RunMcrEventDetector |——| ProcessMchng ExecuteMsg
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CRdMyrbdgrlocal: StatEmergency CRdMwCloudBackup:
Backup b StatEmergencyBackup

CreateFolder

CRdMwrMygrLocal::UploadFiles
TaCloudServer




char szBoundary[MAX_LEN_TEXT] = { @, };
sprintf {szBoundary, "----—--------——m-mm—m - gnvrkd", time{NULL));
sprintf(szBuffer,
"e-Es\rin”
"Content-Disposition: form-data; name=\"metadata\"\r\n"
"Content-Type: application/json;charset=UTF-8\r\n"
"\rin"
"{name: "%s' %s, mimeType: "application/vnd.google-apps.folder® }\rin",
szBoundary, foldername, parentfolder);

SET_HTTP_CMD tagSetHttplmd;

memset (AtagSetHttpCmd, O, sizeof(SET_HTTP_CMD));

sprintf(tagSetHttplmd.szCmd, “%s", "POST");

sprintf(tagSetHttpCmd.szHost, "%s", "www.googleapis.com");
sprintf(tagSetHttpCmd.szPage, "%s", "/upload/drive/v3/files?uploadType=multipart”);
sprintf{tagSetHttpCmd.szProtocol, "¥s", "HTTP/1.1");
sprintf(tagSetHttpCmd.szAuthorization, "Bearer ¥s5", cloudconf.google.access_token);
sprintf(tagSetHttpCmd.szContentType, "%:", "multipart/form-data;");

sprintf (tagSetHttpCmd.szBoundary, "%s", szBoundary);

tagSetHttpCmd .szMsg = szBuffer;

tagSetHttpCmd.nMsglen = strlen{szBuffer);

tagSetHttpCmd . sendTimeoutSec = 38;

tagSetHttplmd. recvTimeoutSec = 2;
SET_HTTP_RES tagSetHttpRes = { @, };
do

{

if ((ret = httpdevfunc->SendCommand("GoogleApi"”, BtagSetHttpCmd, &tagSetHttpRes)) < @) {

=9 A4 AL code

@ Z shulel B2 @A) A7lA G0 2 AL (16MB)E B35 e

MediaBackupPlay

CRdMwrClientMsgRegEmergency CRdMvrMgrLocal::SetEmergency [ CRdMwMgrLocal MediaBackupFlay

BackupStart::nviWebClient Sve BackupStart /

CRdMvrClientMsgRegExport

CRdMyrMagrLaocal:: SetExport
Start:: nvrWebClient Sve » Start

@ E57t ¢+ H9A 7 IDEE AR E EC 9 JEC

| RunCloudBackuptorker I—p %TCP?SEEESE;;EEEP —pl FrocessUploadFileToGDrive

UnloadFiles

CRdMwrbdgrLocal::UploadFiles
ToCloudServer




vector<string>::iterator iter = filepaths.begin();
for (iter = filepaths.begin(); iter != filepaths.end(); ++iter)
{

string strfilename = ®iter;

const char * attachfile = strfilename.c_str();

char filername[MAX_LEN_TEXT] = { @, };
char extname[MAX_LEN_TEXT] = { @, };
SplitPathName(attachfile, NULL, filername, extname);

char szBoundary[MAX_LEN_TEXT] = { ©, };
sprintF(szBoundary, "--—------rommom e gnvrid”, time{NULL));
sprintf(szBuffer,
"--¥s\r\n"
"Content-Disposition: form-data; name=\"metadata\"\rin"
"Content-Type: application/json;charset=UTF-B\r\n\rin"
"{name: “¥s' ¥s}\rin"
"--%s\r\n"
"Content-Disposition: form-data; name=\"file\"; filename=\"%s\"\r\n"
"Content-Type: application/®s\r\n\rin",
szBoundary, filername, parentfolder, szBoundary, filername, extname);

SET_HTTP_CMD tagSetHttpCmd;

memset (&tagSetHttpCmd, @, sizeof(SET_HTTP_CMD));
sprintf(tagSetHttpCmd.szCmd, "%s", "POST");
sprintf(tagSetHttpCmd.szHost, "%s", "www.googleapis.com™);
sprintf(tagSetHttpCmd.szProtocol, "%s”, "HTTR/1.1");
sprintf(tagSetHttpCmd.szAuthorization, "Bearer %s", cloudconf.google.access_token);
sprintf(tagSetHttpCmd.szContentType, "%s", "multipart/form-data;"};
sprintf(tagSetHttpCmd.szBoundary, "%s", szBoundary);
sprintf(tagSetHttpCmd.szFilePathName, "%s", attachfile);
tagSetHttplmd.szMsg = szBuffer;

tagSetHttpCmd.nMsglen = strlen(szBuffer);

tagSetHttpCmd. sendTimeoutSec = 90;

tagSetHttpClmd. recvTimeoutSec = 1;

SET_HTTP_RES tagSetHttpRes = { @, }ﬂ
if ((ret = httpdevfunc-3*SendCommand("Googledpi”, &tagSetHttpCmd, &tagSetHttpRes)) < @) {

Y upload #E& FE=
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AA7E slom, A A 4] d&FS TA FodA AL AN dee ARl .

>

H FE 7t AE71E 2 A5 F J=SE AAE b4 AAR] 40xLLs A8



Alphasense(g =)= AFao} —8H7}A AZ AAMo FH¥aw Yo, A7, HEAxA,
Fehe, =AY 5 04 2] Ao Zes Addste o, g5 BHJE e AR
st} ot H2s gshe) JJrf’#} Hol A, Augo it 7t gA g FA AHE ke
FAig& M2 A7 7k AAE AdE AT E2V(@=)E A4, M, AL d AA- S oF
AL lem, CO, SO2, VOC 59 7t=E ZAAste HEALA, A9y 7h2=4lA it +9
3tal ot Dynament(g=p)& AALt A4S Al 3t Jdom, 22 A2 7F2AlA vt
T893t Atk Membrapor(2=9] )= FAHE AlA Az AR H7|stEA s 7Hto R =
Fall 7F=AAE AR Aol FYsta Jon, &F 9 ogalle] tidte] wak M=
49 7k A4 PH3 and SiH4E ZA138F93TH
B4 AA BE I dA
73 R AL 71€d% 4 AFEA
= 2 e EA RUEE JAES A5l me AA
o 3%, 17%Fe FFET ofyg}, AxEle] AH
AE 7hed GAF AA el o]2774A] ATF
Emerson Electric Company < gdsta e 4T
(71=) = Gl Th2AlAM a2 1559 Defel 23t
= 3 9 e AR 7t ZAT] Al A=star 9l

Honywell(7]=) ,
= AA FE 7k AE7] ARCNA FEARD 19 7Y
olm, A wiZ 30% HlFTE A

= Al AR FFe] 30 ol T e
Figaro Engineering(%Q &) AA Z1so AT7A 92 sta don, g8 53

BT ORE A, ARAA FEL S

= Jt2AA AR ZIde2M, 28F /2 Tt=E AAskE
300F ool AAE At/ Buietal .

City Technology(¥ &) = FYe BolRs ZMYAE o837 7

A, AL A WAL o, A Al 27 9

A oA kAR AA Hdee MEo|A

(
(
o
>
£

= AR faEivke HE AAd FEsta low, H7]s)

Alphasense(% =) S, A=A, e, vBEAY S o] 7
=& Ayshy A=

Dynament(¥ =) = A7l ke FAlCl st e, 23 FHejd T}




A Aol F=HSEA A5
A 84 #YE AT T8 TtRAA T A @
A .
=l a9 - 3] A zddg ZAZANS | 744 AR
5~500 - Y
meA Y | 23 WINSEN MQ137 55,400 ¢ =3
ppm S
0~100 A = @
A758h | F WINSEN ME3-NH3 91,000 ¢ Wins. ! Ml -
ppm Gt T Eum
0~100
7184824 | @ | EURO-GAS | 4-NH3-100 101,200 s
ppm T
FmLjo}
(Ammonia, 20~60 e,
NH3) A7|s}sk2 | 9= | Alphasense NH3-A1 US $116 |||||3||-|ﬂ||||||||‘
ppm —
] SGX . 1~500
] o _ °
HEEA 2] | 292 sensortech MiCS-2614 ppm 16,500
MGK - —
Arsrera) | am G NH3-MD-10 | 0~100 ) e
SENSOR 0 ppm P
0 ~
- 2992 Sensirion SGPC3 60,000 17,590 € o
ppb
. . 0.5~1000 il 2
BT A 2] = Winsen MP905 US $21.94 ¢ ; 1
= & 1 ppm | W
. 0~2,000 P—-—-—I
A 97 PID ul= | piD-TECH Purple ppm US $780 @
s}t &
(Volatile PID 9% | Alphasense | PID-A12 | 77000 | s g750 (o
Organic pp aﬂ’
Compounds . ?
- o~ ylene 0y
, VOQ) A71s}etA | @5 | Alphasense ETO-A1 Oppr?? - )muﬁﬁ’
PID Q= ION MiniPID 2 | 076090 | g ¢s00
ppm
PID H| = Baseline Black 0~2,000 -
ppm
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AbgstH, BIA A FollA 24A%E o] Baste] EF AIZL $of] AME-

@ Zt Als AFH Aol 1~30 1 /mino.2 o] A= air sampler(No. 800519, Gilian) % a
air sampler(KMS-4100)& A X3l A =& 71Fd &7, F 6A1ZE o) =3,

@ XY 55 1A,

AR EAY AJBAZSAH TAA 105R)0 A B3 SAYH wet A Fa
of 29 st wE rAEA 4 HelE e BAYL dAskAa, 88 dA e o
=3 2.

Quoe © NEANHA 71T H - HFH(L/min)
Q, : AZEAFH A2 A9 F3H(L/min)
Q,  ANEAFH FTE A9 FF(L/min)

AAG Fr1e) EE e 4 ged

N

© AHZ 371 29 wek 25C, 171 202 BA 3o

rﬂ
e
-

o

T(25°C) < Pz

(/\] 3)
T2 P(lutm) o

Viosc 1am) = VX

Vo AAZ AFH 71Ae] Fy
NAE AAS e A=K
Z1AE AAL Wl 7] (atm)

© 3ol o3 &7] T PMRAL FEE TIiH.

- W —B
o W)= BB)
W?o@,latm)
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C: 37l & "AIAAE & =(ng/nt)

19 & AR FAl(ng)
W A A oA F A (ng)

g A ARAR 3R] FAlng)
B AN F REAIRE q3A FA(ng)
Vst am) © 288 AFE71¢] F3)(ni)

A

e @ A% Wy A%

.

O 2=
4y az gop g | FHES A e S P
(C, BT (C, B
A =7} 18.5 17.2 7.56
B 571 16.4 17.3 -5.20
4/ S5EA | C 7L 20.8 23.1 9.96
D %7} 13.2 12.4 6.45
E 571 17.3 15.9 8.81
A =7} 15.3 16.3 -6.13
B 571 13.2 14.5 -8.97
2FHA A C &7} 11.9 11.1 7.21
D &7} 16.4 15.4 6.49
E 57} 15.7 16.9 -7.10
kg - (WA RUEHY FA - 3 F4 FA)-FA FA 2 X100

$ 2ATE SAMSEL ShaclA Adel o RUEZE £X Ees
132-208C, 9l ¥4 FUWBCDLE 248 FA(RR WL 124-231CE Jeh) 23
oul Ag SAoe] WTE BW A& 996-881%0) WS et W zATa 4
SAAL S Al A AlA ol o RUBEPHE A Hele 11.9-164TC, 320 4 HHWBGDL
2 S48 FAGE WO 111-169CE Jen) 25k vl 44 A9 vnE
&2 -897-721% WAE vehAth B4 Ak EAS AN BF QM6 % 2%
A& gk ol oF £5410%9] WMol £EE Mol Ao HAHYULh

@ 5=
A 2 Z== Lo =& Z2=x%
A4 A= w7} g4 AA ZUEHE X 2l =H £ oae
(%, BT3) (%, “3T%)
SA/HSEA | A T} 62.1 58.3 6.52
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B &7} 58.4 62.9 715
C 57} 72.0 68.4 5.26
D 57} 66.9 71.8 -6.82
E &7} 73.1 78.5 -6.88
A =7} 51.4 56.6 9.19
B &7} 49.2 45.8 7.42
2FHA AL C &7} 55.6 51.3 8.38
D 57} 473 44.8 5.58
E &7} 52.6 56.2 -6.41
kg WA BUEE F£X - FA 4 FAD-FA A 54 X100

=AF 570l A Aol ol RUBEFEE A W
58.4~73.1%, &< + 39 FAGEE) HHe 58.3~78.5%% UERN 3k
el Al X 9ke] HlwE T3 A& -6.88~6.52%2 WHE UEHHTh A =AM 4
SAAL 57 A Al o] RUEPHE 3 WHes 47.3-55.6%, & &4 WHWBGD L

FiisEel A4S AU S/
RS

o do

2 24 FAGHD WE 448-56.6%F UERY Hak ol A4 FAske] Mag B 0%
2& -019-838%9) MHAE Ueith B4 A3k, EAS AN BF L0 BU5A AM o
B dUeE 54 FXE Bk ol o £5-10%9] Wol £EL Mol o AU

@ o|stsiebA
4 A= Bk oA AxA BUHE T3 &9 4 FA oxe
(ppm, 3 4h) (ppm, B 4K)
A =7} 1,743 1,525 14.30
B 57} 1,543 1,329 16.10
S /89S EA | C 7 2,042 2,334 -12.51
D &7} 1,328 1,528 -13.09
E 571 1,402 1,726 -18.77
A F7} 1,826 2,092 -12.72
B %7} 2,432 2,136 13.86
AR A AL C &7} 2,513 2,242 12.09
D &7} 1,608 1,823 -11.79
E 57} 2,192 2,493 -12.07
*QAE - (A BUHEE X - FA A FAD-FA 4 $ %100
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ppmS YERY Fgk vl AA S ke HnE B3 2318L -18.77~16.10%2 HHE YER
ok g A AFRAIAL STl A A AlA el 93] mUEPEE X HelE 1,608~2,513 ppm,
9 A4 HH(WBGD LR S49 FX (g Hele 1,823~2,493 ppme YER gk oinvl Al
< ofo] HIWE FI 238 -12.72~13.86%2 WS YElWth B4 A3, EALe; AAL
BE AlAol 9%k oxtsleta T A FAE 3k v o £10~20%2 Wo]l FES Hole
%

@ L= o}
A4 A= W oA AA BEUEE T4 A 548 X oqe
(ppm, 37 4h) (ppm, 37t #X)
A 57} 17.8 15.3 16.34
B %7} 13.2 11.8 11.86
SA/RSEA | C B 8.4 9.6 12,50
D &7} 11.3 13.1 -13.74
E %7} 14.3 12.3 16.26
A 57} 9.3 10.8 -13.89
B =7} 10.8 12.9 -16.28
AFAA A C &7} 13.1 11.3 15.93
D &7} 8.6 10.4 17.31
E %7} 7.4 9.2 -19.57
*oAE - (A EUHY X - ¥ A FA)-ad =4 A% 100
dEyole] AS AN SAMEEA 57/ a0A Moﬂ o8 ZUHHHE 3 M=
8.4~17.8 ppm, &< EA WHWNIOSH method) o2 &HHA FXCGHa) HE+= 9.6~15.3 ppm=
Vel Zgk el AA £X9ke] HnE B3 93188 -13.74-16.34% HHZS YEriTh
A A AABAAL S04 A el s RUEHE X WYE 7.4~13.1 ppm, & B
A PHWBGDeE SHE FAGHD) Hee 9.2-129 ppme YeR Fgk oy A4 X
&2 -19.57~15.93%2] W E Yelth B4 Ay, EA AAL BT o4t

B =

L 10

O}N
= (ol
O
N
2
ﬂﬂ

Shessr S5 A AT el TE S A ik A ok £10-20%9 ol +
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Q% A= B o A ZUET $3] A A oAg
(ppm, ¥ 4) (ppm, ¥4
A 57} n.d.” 0.34 -
B 7} 15 1.19 26.05
SA4/85EA | C 7 n.d. 0.92 -
D =7} 0.8 1.06 2453
E 571 1.6 1.42 12.68
A =7} n.d 0.82 -
B &7} nd 0.43 -
AHEA A C &7} 0.6 0.49 2245
D =7} 0.9 0.71 26.76
E 57} nd. 0.43 -
*QAE - (WA BEUER X - FA A FAD-FA A X x100
*n.d. : not detected; BAZ

Fotrao] A ZAINE SAMISEA STRACA A s RUBEEE FX Hes
nd(%@%%&Gpmm~%ﬂ 24 WHWNNIOSH method o2 Z4% 23z Hel= 0.34~1.42
Hax T eke] HluE 53 2282 -24.53~12.68%2] mﬂ% UERA

AAL 570 Aol A *41/‘101] o3 mUEHHE X Hele nd(EAE)09

ppm, < A" FAGEH Hel= 0.43~0.82 ppme UrE‘rlﬂ % o H
AA FHoke] MRS B3 o388 2245-26.76%2 WS UEtin. 24 Ay, =il A
A B FslkrA 5 4 FAE A diEl oF £10~30%9] WHol FES Hols ZloR %
ARE ATt
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AE 5A(

[R]S-E=AL 57) A0l A

3

DR

A

o
A =
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=
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K49
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S

e

95

1.84~2.54 mg/
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9
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o Urehy)
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=
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WH(WBGT o2
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m-=
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FE F2)S BEAF AU BErE 2449 72ASE 839 Y. 1F@ A3 Az
TH+T(Time Weighted Average; TWA) Z®dAY ZF =718 =27 A4 ¥
10ppm~50ppm o] A1, -Eluteke} w=re) A= FYSAl 25ppmeE A ASIL STk THA|
=% 7]%(Shorterm Exposure Limit; STEL)Z ™ oA 2] U9 =&7]F2 20ppm~50ppme] W<
2 AAst JJ3, Yyt =S AIEETE U vpRE 5498 =27

(B5ppm)= A8t Hefstal Aot

L
) .

i

gEUole] F/sl AU =B7E

Limit value (TWA) Limit value(STEL)

ppm mg/m’ ppm mg/m’
South Korea 25 18 35 27
USA - ACGIH 25 35
USA - NIOSH 25 18 35 27
USA - OSHA 50 35
Australia 25 17 35 24
Austria 20 14 50 36
Belgium 20 14 50 36
Canada - Ontario 25 35
Canada - Québec 25 17 35 24
Denmark 20 14 40 28
European Union 20 14 50 36
Finland 20 14 50 36
France 10 7 20 14
Germany (AGS) 20 14 40 28
Germany (DFG) 20 14 40 28
Hungary 14 36
Ireland 20 14 50 36
Italy 20 14 50 36
Latvia 20 14 50 36
New Zealand 25 17 35 24
China 20 30
Poland 14 28
Singapore 25 17 35 24
Spain 20 14 50 36
Sweden 20 14 50 36
Switzerland 20 14 40 28
The Netherlands 14 36
Turkey 20 14 50 36

@ o &4+ 7153 H(Inverse-variance-weighted average) AF&H &
AAMA Had =u/e] A Wi ¢fRYel 54 % A3=< Der Simonian-Laird ®H
o] WEg BAS HEste A4 tFHAS AESIY O #3Ee tEXE FASS A
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o
ML
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tl
oft
i
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Hr
.
N
o
OIL
o T

o mx o Y oL

. AN AR
JF = _7': o
8AZHTWA)  15%(STEL) (A3
10~50ppm 20~50ppm 19.34(£7.29)ppm 25(+10)ppm 15~ 35ppm

R
A 84w md ARE AT FIeac BA A0EE Bl
5 ong metaly] e A ANST Y AUY =

==

E -

Z7)1¥S &9, 984 7153 F(nverse-variance-weighted average) AFEH-S & 8313
=

T4 A= A AWI7IE Ve FEoE nEdA e o] tiAl mue Ay
RE27EKE 15 #FR)E =4 ’é‘ﬂﬂﬁ #HeriE AR JxAsE &8
1z Az ANZHHEH FT(Time Weighted Average; TWA) ZHollA 9] zF =7 w27
= A4 9= lppm~10ppm ©| L, 2yvtetet Pl=e A+ FY3sA 10ppme =
A AL A DA E 7] =(Shorterm Exposure Limit; STEL)SHAIA 9] U9 =
71%2 5ppm~20ppme] WA= AAsI AN, Yot vmS ATMEHT S
I A R 5Yd =27]|E15ppm)< st skl AT
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Gl T/ AdFE mE7E
Limit value (TWA) Limit value(STEL)
ppm mg/m’ ppm mg/m’
South Korea 10 14 15 21
USA - ACGIH 10 14 15 21
USA - NIOSH 10 15
USA - OSHA 4 20
Australia 10 14 15 21
Austria 5 7 5 7
Belgium 5 7 10 14
Canada - Ontario 10 15
Canada - Québec 10 14 15 21
Denmark 10 15 20 30
European Union 5 7 10 14
Finland 5 7 10 14
France 5 7 10 14
Germany (AGS) 5 7,1 10 14,2
Germany (DFG) 5 71 10 14,2
Hungary 14 14
Ireland 5 7 10 14
Italy 5 7 10 14
Japan 10
Latvia 10
People’s Republic of China 10
Poland 7 14
Singapore 10 14 15 21
Spain 1 5
Sweden 10 14 15 20
Switzerland 5 71 10 14,2
The Netherlands 2,3
Turkey 5 7 10 14
United Kingdom 5 7 10 14
@ &4+ 7153 H(Inverse-variance-weighted average) AF&W &
AA7AA BaR Fe) B WRe] Barx FH 5= AFEL Der
Simonian-Laird ¢ gl 43 2&ste] A&} 7teHde A=t O e o
BEAE FA3 A7 4.23(+£3.8Dppmel Ao g2 ZAE T
© #Y7lE A
ol oA ANE ol Lol Fo TSN UAT AL AR =EIEN
WNEFRF U BAREZF DI GRS Y A8 AEPRRS BT ae
g e UFE FAE S5ppme AQbetE violth of7lo] E=AF WFo] o7 &7 W
To G e AA FAHxe EFHAA S 1Hste] +5ppme] o HLE FUF A
Y "art e Ao ARET A CTE F83 £4 U3 a5 A4
sUEPE A9 24 b5 Wele Oppm~10ppme e AAFE Aol §E Acw
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A =2 VE i B2 A2 A9
SR s R ¢4 7€
8A ZHTWA) 153-(STEL) (AILA])
1~10ppm 5~20ppm 4.23(+3.81)ppm 5(£5)ppm 0~10ppm

> A AR Y A 217 7 =AF AU BE1E A “mAIEI(PM)”

ICT 7del 583 =4 374 &g 2d /e g vAEze =4 Aystd &7
= AR 9 AN dF F8 Jhs AFE Fostr] Y8l QoA AAst e AWErE
AYr|EE 1ZEga, JE4 7159 F(Inverse-variance-weighted average) A+&H & 2 &3}
ATt

O Agz714d #Er+
Al Ezlel] e A9 =E27Ee] A9 /Y BF AEH 4ACd we o8 73
HE At Q7] wiEe EAF AU delr|E Ao 2A ARE &)=
FAdsitta ddEt ek 22 g5 s 8 o8 FUECdA AdErd &
grlE 5oz HAAS Y #Elsta v HAEIPM)S oz ZAEFATH
® 2.
ARz /9] Ay e E
=7} o gkl = SR =3 s A7 2=
Z0 PAPS E ] =0 Al A
A A oh5ol 841 = hEo] g4 = 20 ARA
& AHFA o] g A & AHFA
oy 7+ 15018/ m' 150ug/ m’ 180ug/ m' 100xg/m' 150pg/m’
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